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Chapter 3 T eDisclosure T An Introduction

The following sections go through each of the "boxes" of the model and look at three
things:

3.2.1 Description

The official description of the individual process/procedure.

3.2.2 Legal Implications

What you as a lawyer might become involved in within this particular process.

3.2.3 Who can help

A brief overview of the types of services and/or software products you might need to
support you in this process. Wherever possible software products are named, though
these are non-exclusive lists.

3.3 Information Governance

3.3.1 Description

Getting your electronic house in order to mitigate risk & expenses should eDiscovery
become an issue, from initial creation of electronically stored information through its
final disposition.

3.3.2 Legal Implications

This is an area also known a Litigation Readiness and is normally conducted by the
client. You might be called upon to assist in terms of providing advice on data retention
requirements for a specific industry.

3.3.3 Who can help

Normally the preserve of the larger consultancy firms working with their clients.

- NOTE: There's a BD opportunity here

Why not approach your clients (possibly with a technology partner by your side) and
engage them in conversations about becoming litigation ready. You supply the detailed
legal and business specific knowledge and the client is better prepared for the "evil
day" of litigation.

34 Identification

3.4.1 Description

Locating potential sources of ESI & determining its scope, breadth & depth.

3.4.2 Legal Implications

This is the initial stage where the client comes to you and explains their problem. Using
a combination of your legal knowledge and their understanding of the organisation they
work for, you should start to get an idea of where the ESI might be located. You might
want to incorporate a rough outline of the scope in your initial client care letter, you
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Chapter 4 T Technology Areas

The main priority in this area is to ensure you are doing the best you can to conform to
the relevant legislation, so | would advise users to approach their normal provider of
legal advice for guidance.

A brief mention of GDPR. The UK will adopt GDPR before they leave the EU, and
might well have a data protection standard that is higher than the EU in order to keep/
obtain business. There is an increasing awareness of how the level of data
management required to comply with GDPR, also overlaps with litigation readiness
and overall good practice.

- NOTE: Another BD opportunity

Did | just hear someone say they wanted proactive legal advice on industry specific
areas so | can show how much | know about your business and how | might help when
it comes to litigation?.

4.1.3 Email Archiving

In a way, this is a Ronseal title, in that it does what it says on the tin, that is, these are
systems that archive email. At a very high level the choices on offer mainly fall between
having an in-house system, or using an external "cloud" based provider. Again at a
high level, the first generation of offerings seem to be based around the in-house
option, with more sophisticated functions and pricing coming for the second generation
of cloud based products.

4.2 Collection T Forensic & Generic

Once the data you need has been identified, the next step is to collect the information.
This is normally the preserve of vendors who provide specific services. Alternatives
that normally should be avoided, are either using your own IT department to carry out
the work, or letting the client's IT personnel do the collection. See Section 5.5 for more
on the issues surrounding these choices.

The skills required to provide forensic services are very specialised, and take time to
acquire. Therefore the firms operating in this area tend to be relatively small, even
when the team itself is part of a large organisation such as the forensic groups of the
big consultancy firms. It has been known for clients to form working relationships with
specific individuals in the forensic world and remain "loyal" to that individual even when
they change the organisation they work for.

The requirements tend to split into two areas, the provision of forensic services and
the collection of ESI in a competent manner, which might have to conform to
evidentiary standards. As a rule of thumb, forensic services are normally needed when
fraud is suspected and information has to be retrieved from mainstream computer
systems and/or more obscure places such as mobile phones, tablet devices and on-
line social network sites.

See Section 6.4 for draft requirements within this area.
4.3 Scanning

By and large, scanning is a commodity item with most suppliers providing similar
services. Prices are normally based on scanning black and white A4 pages that have
printing on one side, and creating TIFF images at 200 or 300 Dots Per Inch (DPI).
Exceptions to either the colour or size of the document cause the price to increase. It
is normal to get the vendor to use a process called Optical Character Recognition
(OCR) to derive a text version of the images. Even the best OCR process will contain
spelling mistakes, with a 99.9% accuracy rate equating to 4-5 miss-spellings on a
single sheet of A4.
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important dates, and likely fijunkd documents. CaseAssist changes the entire workflow in
eDiscovery matters and internal investigations. Instead of laboriously running complex
search terms or reviewing predefined batches of documents, CaseAssist begins presenting
potentially relevant documents to attorneys and investigators when they log into Casepoint
on the fly.

In early 2018, we released the second iteration of CaseAssist which is even more powerful
and includes chat-guided workflows with natural language detection, faster document
predictions with even higher levels of accuracy, and enhanced user interactions.

Cloud Analytics & Collections

Casepoint also offers cloud collections and advanced analytical capabilities to visualize,
filter, and cull documents. In the past, user names and passwords had to be exchanged to
gain access to case-related documents. With Casepoint, the collection process is secure
and fully automated without requiring sensitive personal information.

¢ Identify, preserve and collect cloud-stored data.

e Full support for encrypted authentication.

e Reduce cloud security risks and maintain privacy.
e Defensible

Casepoint can directly collect cloud-based data with its revolutionary, disruption-free
process. Example cloud systems Casepoint can pull from include:

e Office 365 and Microsoft OneDrive
e Gmail and Google Drive
e Dropbox and Box

Project Management & Consulting

In addition to our award-winning software, Casepoint has a talented and experienced team
of project managers and consultants - comprised of seasoned lawyers, technologists, and
litigation support specialists - who are dedicated to providing efficient, cost-effective, and
customizable solutions for their client partners throughout the eDiscovery life cycle, 24 hours
a day, 7 days a week.
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8.1.15 Cenza Technologies

Andrew Stuart Mills

Adi Mirza

andrew.stuartmills@cenzatech.com |

+44 7899 000904

adi@cenzatech.com | +44 (0) 20 7862 6326

19-21 Crawford Street, Suite 368, London, W1H 1PJ

www.cenzatech.com

Company Description:

Cenza is an established and trusted provider of offshore Legal Process Outsourcing
solutions. Cenza offers a comprehensive range of legal and business support services to
law firms, consulting firms, corporate law departments and financial services clients.
Established in 1999, Cenza has a successful track record of delivering complex projects to
clients in the U.K., U.S., Canada and Australia.

Services:
Contract Management
o Create & manage contract databases
e Extract provisions using Al / ML tools and manual review
e Audit and abstract contracts
o Format and hyperlink contracts
¢ Monitor obligations

e Manage amendments

Litigation Support
e Unitising and objective & subjective coding
e Customisable coding solution allows data to remain within the U.K. / EU

¢ OCR & clean-up, Excel formatting, Redaction, De-Duplication

Document Production
e Legal word processing
o Middle back-office support functions

o Desktop publishing services
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FORENSIC DATA HARVESTING

Our e-Disclosure consultants are forensically trained and we have a number of additional
services for the forensic extraction of content from workstations, laptops, servers, mobile
devices and other storage media if required. We can often also retrieve and restore deleted
material including emails, documents and evidence of computer usage even if it has been
deliberately deleted, corrupted or damaged by viruses.

DOCUMENT OCR

As a result of the development of our forensic investigations division, we have a huge
amount of computing thorsepoweri at our disposal. This means that tasks such as high
volume indexing and the OCRing of vast amounts of documents is well within our capacity.
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8.1.55 LDM Global

Sean Cordes
scordes@Ildmglobal.com | +44 (0) 7911 748149
11 Old Queen St., London, SW1H 9JA

www.ldmglobal.com

Company Description

At LDM Global, our mission is fiTo deliver quality solutions that add value to our clientsb
businesses.0 We aim to be the technology consultancy that tips the playing field in
favour of mid-tier law firms and corporations worldwide.

LDM Globalis personalised disclosure solutions are customised to the needs of your
firm or company and your specific matter. We offer eDisclosure consultancy, including
services in collections, processing, hosted review and productions, computer forensics
and insolvency. We also offer managed services plans to help you mitigate risk and
benefit from high-value eDisclosure without the costly infrastructure and cybersecurity
assessments and remediations. Four uniques set us apart:

e Global Partner with a Local Touch to Mid-Tier: Weive worked in 41
countries, have data centres in four: the U.K., U.S., Australia and the Cayman
Islands, and have a global network of trusted partners. In addition,
understanding our mid-tier clientsi capabilities and resources sets us apatrt.

e Competitive Advantage Through an In-house Consultancy Team,
Outside: Our expert eDisclosure and computer forensics consultants allow you
to do more with less and compete with firms twice your size. Gain a competitive
advantage by adding us to your team for litigation support without the
investment of a costly in-house team.

e Proportionate and Predictable Costs: LDM Global offers solutions to suit a
broader range of matters, including smaller matters with fixed fees. We also
offer guarantees to ensure your engagement with us is worthwhile. A free, 1-
hour project scoping call with a consultant helps you understand costs for
realistic budgeting.

e Insolvency & Offshore Specialisation: Our insolvency experts help to
unravel the mysteries of insolvent entities by leveraging technology to build
chronologies of events, perform tracing exercises and uncover whether there
was fraud through investigations using bank statements to follow the money,
etc.

Vendor Offerings

LDM Globalis expert legal and technology resources focus on consultancy for small-
and mid-tier law firms and include:

e Consultation for Identification of Data

o Data Collections and Forensic Services
o Electronic Disclosure & Data Processing
e Early Case Assessment

e Hosted Document Review

o Offshore Review

e Legal Copy & Imaging Services

e Managed Services
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Document Review

Combining the latest technology with consulting and project management, we deliver
an efficient managed document review service. This means our clients enjoy a iget it
right first timef rapid review process that reduces their costs.

Managed Services

Linealis managed services offer a flexible and tailored approach to match our clientsf
needs. Consolidating and delivering eDisclosure, Litigation Support Services,
Information Technology and Infrastructure, our focus is always on efficiency and
effectiveness.

Legal Document Services

From our purpose built, legal document services production department, we provide a
24/7 service in order to deliver full and timely support. Our significant capacity helps
accommodate the shortest of short lead times. We have a dedicated Quality Control
workflow, separate scanning stations, and provide disaster recovery services for Magic
and Silver Circle law firms.

Early Case Assessment

Once your data has been uploaded into our eDiscovery platform, you will immediately
be able to take advantage of our expertise in Early Case Assessment (ECA). Linealis
eDiscovery service is unique in that it does not require you to load your data into a
review workspace T and incur the significant costs associated with that T before taking
this step.

Lineal Cyber Security

We provide up-to-date, expert advice on cyber security and cybercrime, and how to
protect your business from the latest cyber threats. Services include:

Digital Forensics iiFind the Factsf

Incident Response Planning fiBe Prepared and React Effectivelyfi
Website Vulnerability Scan (Non-ASV) iSee What the Hacker Sees)
E-commerce Support iWork With Experts to Support and Secureii
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e Data Collection®a dedicated team from OpenText using OpenText and other
industry standard technology to collect data from multiple data sources within
corporations on a project by project, or subscription basis.

¢ Mobile Discovery®OpenText EnCase and OpenText Axcelerate in a tboxi supported
by our professional services teams when data cannot leave site or jurisdiction.

e Project Management®our team of experienced project managers have an average
of 10 yearsi experience in eDiscovery and have worked on hundreds of projects
across multiple jurisdictions, including data subject access requests (DSAR),
litigation and arbitration reviews as well as large scale investigations. OpenText
project managers work in a consultative manner and ensure every workflow they
design fits the goals of your project, and the needs of your client.

e Technology Implementation®our professional services team can provide the full
suite of services required to implement Axcelerate On-Premise within your
organisation or integrate our Axcelerate Cloud solution into your internal litigation
support service.

Managed Services®our OPTIMIZE team can provide onsite or remote managed services
to manage your on-premise software technical installation and/or manage your on-going
eDiscovery projects with your internal legal teams.
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8.2.14 Deal Interactive (TransPerfect)

Deal Interactive, TLS's proprietary virtual data room tool, is the industry's first and only
multilingual virtual data room (VDR). With this ground breaking technology, dealmakers now
have an unprecedented opportunity to quickly and accurately complete the due diligence
phase of cross-border transactions.

VDRs securely host due diligence documents online for M&A or bankruptcy transactions,
significantly speeding up the due diligence phase. They are of particular importance to
international dealmakers, as they provide valuable time-saving and expense-reducing benefits

to professionals, who won't have to fly around the globe to close a transaction.

We invite you to experience first-hand all the ways Deal Interactive can streamline your cross-

border transactions.

Speed T Most VDRs can be set up in four hours or less, and our innovative software
design ensures that documents can be opened very quickly.

Ease of Use T Deal Interactive is so intuitive that end users typically require no training
at all. Generally, administrator training takes less than 30 minutes.

Security T Deal Interactive's robust security standards include SAS 70 Level Il
Compliance, Intrusion Detection Systems, and Random Security Audits.

In-House Translation T Deal Interactive can provide rapid, seamless translation of the
documents in your virtual data room. Combined with our multilingual user interface
capability, our translation services allow members of your data room to experience the
full due diligence process in their native language.

Service T TLS takes pride in providing the most responsive customer service on the
market. The average time for closing a service call is three minutes.

Owned/Supplied by : TransPerfect Legal Solutions

Used by : TransPerfect Legal Solutions
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Reviewer Speed Tracking Dashboard: Tracks reviewer speeds across specific
days, weeks, or project-wide. This functionality allows review leaders to monitor and
address review speeds within the database without having to undertake substantial
data analysis.

Decision Log: Internally developed capability to elevate questions from the review
team to outside counsel and link the questions to specific documents for feedback.
This provides outside counsel with quick access to the document in question and
allows them to provide direct feedback to review teams.

Privilege Log Automation: Automates name standardization and field combinations
for privilege log. Includes the ability to visually QC the resulting privilege log in a
Relativity tab. Provides ability to view privilege log allows for quality check and review
before delivery

DiscoverReady Enhanced Document Production in Relativity:

Production Power Tools: Changes productions to fipush buttoné capability without
reducing flexibility. These significantly improve speed and quality.

Relativity and LAW integration: Automatically moves data between LAW and
Relativity. This reduces the time to move data between systems from hours to
minutes. This significantly improves speed and quality.

Post Export Validator: QC check that compares the actual production images, files
and load files to the detailed line-by-line items in the specification. The production
must match the specification details to pass this check. This is tool provides
significant improvement in quality.

Owned/Supplied by : DiscoverReady

Used by : DiscoverReady
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Exclusion Rule Hierarchy

Exclusion rules can be defined at multiple levels, as described in the table below:

LEVEL DESCRIPTION

Project This is the highest rule level, and will apply to all custodians and media
in the project.

Custodian | Rules defined at the custodian level will apply to all media for the
specified custodian.

Media Rules defined at the media level will only apply to the specified media.

Exclusion Rule Types

Several types of exclusion rules can be defined:

RULE TYPE | DESCRIPTION |

No Exclusion Specifies that no exclusion rules should be applied for the
project, selected custodian, or selected media.

File Path Any file path containing the ruleis text will be excluded from

searches.

Sender\Recipient

Any emails between the two parties defined in the rule will be
excluded from searches.

Email Subject

Any emails containing rule text in the email subject will be
excluded from searches.

Email Folder

Any email folders containing the ruleis text will be excluded from
searches.

Accessing Exclusion Rules

Data privacy exclusion rules can be viewed, added, and edited from within the MediaWebApp
utility. After logging into the web application, click on the Exclusion Rules link (shown below)

within the navigation section of any page.

After clicking the Exclusion Rules link, the Exclusion Rules page will appear. If no rules
presently exist for the selected project, the page will appear with a message stating that no

rules were found for the project:
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XERA CONECT

e Multi-Platform, Multi-Device Support T allow BYOD across your team, whether your users
prefer PC or Mac or Linux computers, or any type of tablet.

o Lower your overall risk and ensure that data privacy, security and confidentiality protocol
are upheld.

o Utilise the XERA-CONECT Dashboard right from your smartphone to keep track of project
reporting and real-time status updates T wherever you are, whenever you need this
information.

Multi-Level Security System

Lower your overall risk and ensure that data privacy, security and confidentiality protocol are
upheld.

o Protect critical data with powerful multi-factor authentication.
¢ Ensure data protection with customisable access by project, database, role or user.
o Limit users to specific fields, batches, documents or workflow.

e Centralise user management by synchronising with Active Directory.

Powerful Production Tools
e Burn to CD/DVD, or download groups or specific documents for a production.

¢ Produce native files, images and data with redacted text removed as needed, for seamless
integration with other leading products.

e Use production templates to ensure consistency across productions and to comply with
production specifications of requesting agencies.

SMART ANALYTICS MODULE (powered by ayfie)

Doc Compare
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Topic Trails

A set of suggested topics of interest for the review data set can be viewed:
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8.2.35 Inventus software suite

Inventus leverages a variety of technology solutions to reduce the overall cost of litigation and
to provide budget predictability on projects. Clients have access to our comprehensive suite of
technology and analytics tools which include both internally developed solutions and partner
technology.

Spotlight - https://www.inventus.com/spotlight

Relativity - https://www.relativity.com/customers/inventus-platform/

Venio - https://www.veniosystems.com/trusted clients/inventus/

Spotlight: https://www.uk.inventus.com/spotlight

Spotlight is a business data analytics dashboard that provides full visibility into all of your key
metrics including data spend, ROI and reviewer statistics. Users have immediate access to
any structured data set, such as e-billing, data volume or matter detail. Spotlight provides you
with fully customizable and intuitive dashboards to assist in managing department functions,
giving you valuable information to improve the decision making process.

Key Features:

- Instantly see key metrics, volumes and benchmarks on your own data in real-time. In
addition to your own data, you now have the ability to measure and guantify outside
counsel efficiency.

- Live access to all the key metrics in a document review gives Spotlight users the ability
to take control over the costly review process. In addition, by mapping data visually,
Spotlight can also help identify gaps in data sets based on chronology or help spot
missing custodian data.

- Data is presented in fully customizable charts and graphs, preparation of budgets,
benchmarks and executive level presentations now takes only minutes.

Owned/Supplied By: | Inventus

Used By: Inventus
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